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May 2024 Newsletter

Future EPRI Events

e Coming Soon!
o May 15th, 2024: EPRI P183E Cyber Security Data/Knowledge
Applications Task Force Webcast
o June 12-13, 2024: EPRI P183B Birds of a Feather Cyber Security
Workshop

e Save the Date!
o September 16-19, 2024: EPRI Fall 2024 ED&CS Advisory

o December 9-12, 2024: EPRI Cross-Sector Cyber Security Technology
Transfer Event

EPRI Cyber Security News

£

Wednesday, May 15th, 2024
8:00-9:00am PT / 11:00am-12:00pm ET

Mark Your Calendar


http://epri-4296276.hs-sites.com/epri-p183-cyber-security-program-updates-newsletter-may-2024?hs_preview=hLGavNQX-163886875702
http://www.epri.com/
https://www.epri.com/research/programs/072143
https://msites.epri.com/ms/research/072143/program-videos
https://www.epri.com/research/programs/072143/events
https://resource.epri.com/exist/rest/db/tmp/072143_2024.pdf
https://www.epri.com/research/programs/072143/links
https://twitter.com/EPRINews
https://4296276.fs1.hubspotusercontent-na1.net/hubfs/4296276/Cyber%20Security/2024%20P183%20Images/5-15-24_EPRI-Cyber-Security-P183E-Task-Force-Meeting.ics

Join WebEXx

EPRI P183E Cyber Security Data/Knowledge Applications
Task Force Webcast

The Data Foundations for Cyber Security Task Force supports the research
activities for Pset 183E and helps inform project direction and deliverables for
funders. This inaugural Task Force webcast features a presentation from Paul
Agbabian, VP and Distinguished Engineer at Splunk and a principal driver of the
Open Cybersecurity Schema Framework (OCSF) open-source project.

EPRI Fall 2024 Energy Delivery & Customer Solutions

Advisory & Sector Council Meeting
September 16-19, 2024

Location: Los Angeles, California
Who Should Attend: P183 Funders

Note: This is an in-person event.
Energy Delivery & Customer Solutions (ED&CS) is the sector previously known as
Power Delivery & Utilization (PDU).

During this time, the Emmys will also be held at a location next to the hotel.
It is recommended to make your room block reservation ASAP!

JW Marriott Los Angeles L.A. LIVE
900 W Olympic Boulevard
Los Angeles, CA, 90015

EPRI Room Block Rate: $279/night
Available until August 16th, 2024

Hotel Reservation

Mark Your Calendar



https://epri.webex.com/epri/j.php?MTID=m32bb477ed91875918f654fdb0f368eea
https://book.passkey.com/gt/219262854?gtid=bf6c989798f9a706701022dda9b4a755&utm_medium=email&_hsenc=p2ANqtz-8JXO5tv2wFM8i5g1CHLgbT4l5Jz9v7g1Pg-MYmGdSDdWTJfWlGBfBZ1eei6nGSCR-6y1rA0g9a6G3EAAE_eThmoFPsbQ&_hsmi=2&utm_content=2&utm_source=hs_email
https://custom.cvent.com/0C2B71276B454075AA018365A85CB80E/files/event/f531c0691d8646e0905c65c957b4b329/91c756d10cf74e158e8bd9ea57679861.ics

June 12, 2024

8:00am - 5:00pm EDT
June 13, 2024

8:00am - 12:00pm EDT

FirstEnergy CAET (Center for Advanced Energy Technology) Facility
871 Mull Avenue, Akron, Ohio, 44313

Note: This is an in-person event, for P183B funding member utilities.

EPRI P183B Birds of a Feather Cyber Security Workshop

June 12-13, 2024

Location: FirstEnergy, Akron, Ohio
Who Should Attend: Cyber Security and IT Professionals at the funding member
utilities for P183B

The Birds of a Feather Threat Management workshop brings together defenders of
utility networks to foster a collaborative and proactive environment where
professionals can share their experiences, knowledge, and best practices in
addressing the ever-evolving landscape of cyber threats. This year’s workshop has
a strong theme of cyber-physical IT/OT convergence and will include a virtual tour
of FirstEnergy’s SOC, practices to detect and protect against National Threats,
Insider Threats and learning key practices from your peer utilities among other
topics.

By learning from experts inside and outside of the utility industry, the workshop aims
to facilitate the exchange of valuable insights and innovative solutions that can
effectively mitigate the risks posed by sophisticated cyber-attacks on critical
infrastructure. This collective learning experience strengthens the capacity of the
industry to withstand and recover from potential cyber incidents.

New Supplemental Project Notice


https://web.cvent.com/event/39e6f025-0374-4b85-ba69-cfe9a553d891/summary?i=uvYlBqWScECnqB7NMM09cw&locale=en-US

Utility Red Team Collaborative
Project Highlights include:

e Enhance Cyber Resilience with Peer Electric Utilities: Identifying and
addressing latent vulnerabilities in a collaborative yet confidential
environment.

e Develop Red Team Experience: Utilities that allow their red team resources to
participate will be able to provide those resources with additional experience
attacking new infrastructure and the ability to learn from their peers in the
industry.

¢ Industry Trends and Best Practices: Utilities will be able to see common
trends, vulnerabilities, and defensive capabilities between utilities by having
access to non-proprietary anonymized results collected from assessments.

Product ID: 3002028094

Who Should Join: Electric utilities interested in having red team assessments

performed on their infrastructure.
New Deliverable

Cybersecurity Decision Framework for Utility Scale Energy

Storage

This report provides insights on commonly used architectures that utilities use to
deploy energy storage systems and investigates cyber security risks for each of
those architectures. Cyber risks applicable to generic energy storage system have
been identified and security requirements to mitigate those risks are detailed. Four
architectures have been identified based on participating utility’s interests. Storage
systems are promulgating throughout utility systems and are slated to become a
prevalent grid support tool. Given the increasing reliance on these new storage
technologies and the expanding focus on ensuring the cyber security of the grid, it is
necessary to research how cyber security approaches can be best applied to
energy storage. This report provides a high-level risk analysis and security controls
covering all the four architectures.


https://www.epri.com/research/products/3002028094
https://www.epri.com/research/products/3002028094
https://www.epri.com/research/products/000000003002030225

Product ID: 3002030225

Who Should Download: Utilities that want to gain a greater understanding into the
link between energy storage systems and security architecture.

P183 Staff Visit Powerlink Transmission Utility in Australia
EPRI resources John Stewart and Christine Hertzog recently visited new P183
member Powerlink, a transmission utility in Queensland, Australia. The team met
with over 20 resources in the areas of OT and IT cyber security,
telecommunications, protection & control, and senior management for control
centers and technology projects.

The company serves two local distribution utilities and is growing as the population
of Brisbane and outlying areas expands. Powerlink currently provides service to
more than five million Queenslanders and 253,000 businesses. Their network


https://www.epri.com/research/products/000000003002030225

extends 1,700 kilometers (km) from Cairns to the New South Wales border, which is
roughly equivalent to the distance between New York City and Tallahassee, FL.
Power is delivered through 15,345 circuit km of transmission lines and 147
substations with both metrics scaling rapidly to meet demand.

This utility has embarked on an ambitious 10-year initiative to refresh critical
infrastructure including a new EMS system, a new GIS system, a new OMS solution
with a new control center planned to support operations. Some of the challenges
Powerlink shared include the complex integration of legacy technologies with
modern systems and the scarcity of skilled resources to help design operate and
maintain the grid.

Additionally, Powerlink has developed some creative solutions to address these
challenges by standing up a variety of organizations that are focused on different
business capabilities. The use of separate IT and OT security teams enables
Powerlink to leverage dedicated resources who are familiar with the unique
requirements found in both environments. Past EPRI work on the “Security
Integration” topic has highlighted the need for early coordination between the
substation design and security organizations. Powerlink has developed a
comprehensive substation design standard that is version controlled for different
vintages of equipment which allows the security team to understand the technology
within a station by referencing the specific version of standard that was used for the
design. To ensure alignment, appropriate security controls have been designated for
each version and can be applied in a repeatable manner. For more information
about the solutions used by Powerlink, contact John Stewart, jstewart@epri.com.

EPRI Events - Save the Date!

Dec 9-12, 2024

EPRI Cross-Sector Cyber Security Technology Transfer Event
Location: EPRI office
More information will be coming soon.

Industry Events


mailto:jstewart@epri.com

= |

You can learn more about the event and register below. Don’t miss out on free

food - register today!
Register Here

Attending the RSA Conference?

Attend the Open Cybersecurity Schema Framework (OCSF)
Breakfast

EPRI has secured an invitation for P183 members to attend the Open Cybersecurity
Schema Framework (OCSF) breakfast on Wednesday, May 8 from 7:30-9:30AM.
The OCSEF is an open-source project, delivering an extensible framework for
developing schemas, along with a vendor-agnostic core security schema. During
the breakfast you’ll hear the latest news about the framework and its importance to
cyber security data management and operations.

RSA Conference

May 6-9, 2024 -
San Francisco, CA

Black Hat USA

August 3-8, 2024 -
Las Vegas, NV

InfoSec World

September 23-25, 2024 - Lake Buena Vista, FL

OQDO
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https://splunk.swoogo.com/OCSFatRSAC
https://github.com/ocsf
https://www.rsaconference.com/usa
https://www.blackhat.com/upcoming.html#usa
https://www.infosecworldusa.com/
https://www.facebook.com/EPRI/
https://www.facebook.com/EPRI/
https://twitter.com/EPRINews
https://twitter.com/EPRINews
https://www.linkedin.com/company/epri
https://www.linkedin.com/company/epri
https://www.youtube.com/playlist?list=PLphKrnecF69U8bENG0V1mKaHMCiQpLfVJ
https://www.youtube.com/playlist?list=PLphKrnecF69U8bENG0V1mKaHMCiQpLfVJ
https://www.epri.com/research/programs/072143/overview
https://www.epri.com/research/programs/072143/projects
https://www.epri.com/research/programs/072143/supplemental-projects
https://resource.epri.com/exist/rest/db/tmp/072143_2024.pdf
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P183 at a Glance

P183 Videos



https://www.epri.com/research/programs/072143/events
https://www.epri.com/research/programs/072143/trainings
https://www.epri.com/research/programs/072143/announcements
https://www.epri.com/research/programs/072143/links
https://www.epri.com/research/products/000000003002023364
https://www.epri.com/research/products/000000003002028986
https://www.epri.com/research/products/000000003002022818
https://msites.epri.com/ms/research/072143/program-videos
https://www.epri.com/
https://www.epri.com/privacy-statement
https://www.epri.com/terms-of-use
https://www.epri.com/cookie-policy
https://legal.hubspot.com/privacy-policy
https://legal.hubspot.com/cookie-policy
https://legal.hubspot.com/legal-stuff
https://custom.cvent.com/0C2B71276B454075AA018365A85CB80E/files/c93b6fbddae34af59dd5ecc57075c6a5.docx
https://hs-4296276.s.hubspotemail.net/hs/preferences-center/en/page?data=W2nXS-N30h-zFW2sDBl44cMlp9W2PRM1w1_bBvfW1Sqgqr2vBh_mW2CN3S33b19VhW45DWpF349lKgW4pp36x3XLYD1W1NG4n-367YqBW4fK1Ky3LSxH6W3NR4xc4fPHZBW1Swdr42HzNvFW3XvF2j1X9JBMW3jcQGB3S_cD6W1LhPw03DX2V0W2RMmkW38yKD-W3dx3vD41DXRJW4hP2P-3B-zB5W3XPmHg4001FLW4ppRWW3bxLCyW2p6fSw1S3zVNW4txSxG1S2HD2W1LffLs2KVdh3W2Cv7tv34mMvnW2HqVTD2PvkZ0W2FZppP20W-JsW4ckSJg2sRRvSW2FS5hd21myyDW2CYK9c45lXYxW30yHGQ1BFYXnW30z56Y3b26K1W2p2tnb1QmtTnW4tl-L32p2Vl5W3d2jVZ45BM4sW47NBjk2vKR5b0
https://hs-4296276.s.hubspotemail.net/hs/preferences-center/en/direct?data=W2nXS-N30h-MTW2t6cQn3ZMx6fW1YZrW224Q7S6W45xwyY4kb-GpW49jn4B1W-XVJW4tygs23_MLgrW2-kSQm2PFLYkW4fPfll2xy6CDW3jlZMP2zwGkjW2MPrgH2RLWLXW4t2FkS25n1D5W4tBTpc2KDQzbW2PM4S741qFyXW4mkTmB1Z9YbJW45D3mR2PK14BW2p8lpX2HDDXpW4kcTTG2t76JWW3j8vR22MN7cWW2Tty0b3dqJJHW2nVLpB43Rt8gW2t2Y5F2qDtFDW3QKnmW2xQdF1W3VxSKz34plZ9W32s-tt4mccFzW34FmzB1Nxsv4W2RP0HS3b4bzmW4psHW44ctM9KW1VqwFx2xtKMnW1BxdHl3T2YT5W4mGkwn2Rrjj8W4ck1Kr3yQfbJW2RLXgY3P3NF0W1ZmzDR2PKnBtW1Sz5c03j5CgR0

