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Future EPRI Events

e Coming Soon!
o September 16-19, 2024: EPRI Fall 2024 ED&CS Advisory
o October 1, 2024: EPRI P183 Cyber Security Supplemental Project
Webcast
o October 3, 2024: EPRI P183C Transmission & Distribution Task Force
Webcast
o October 29-30, 2024 - EPRI P183C Joint Digital Substations Workshop

o Save the Date!
o December 11-12, 2024: EPRI P183 & P209 Joint Technology Transfer
Event

EPRI Cyber Security News

Event Registration


http://epri-4296276.hs-sites.com/epri-p183-cyber-security-program-updates-newsletter-september-2024?ecid=ACsprvsK2aPpb7CxPEiGdymO0SKJP7uePMT-f68kt2byCAzELMqHqlUbz1gShf8-nolYcIOCuzSf&utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
http://www.epri.com/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://msites.epri.com/ms/research/072143/program-videos?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/events?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/projects?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/links?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://twitter.com/EPRINews?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://custom.cvent.com/0C2B71276B454075AA018365A85CB80E/files/event/f531c0691d8646e0905c65c957b4b329/91c756d10cf74e158e8bd9ea57679861.ics?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ

EPRI Fall 2024 Energy Delivery & Customer Solutions
Advisory & Sector Council Meeting

September 16-19, 2024
Location: Los Angeles, California
Who Should Attend: P183 Funders

Save the Date: Upcoming Webcasts
Invitations Coming Soon

EPRI P183 Supplemental Projects Launch Webcast

October 1st, 2024
3:00pm - 4:00pm ET / 12:00pm - 1:00pm PT

P183C Transmission & Distribution Webcast

October 3rd, 2024
2:00pm - 3:00pm ET / 11:00am - 12:00pm PT

EPRI P183C Joint Digital Substations & Task Force

Workshop

October 29-30, 2024

Location: EPRI Charlotte, NC Office
Who Should Attend: P183C Funders

Utilities are continuously exploring new P&C designs and digital substation
technologies that promise to improve safety and reliability, reduce costs, enhance
security, enable condition-based maintenance, and strengthen grid resiliency. Some
examples of new digital substation technologies include:

o |[EC 61850 standard

¢ Innovative security controls

e Process bus

e Fiber option communication and advanced network protocols
¢ Precision time protocol and secure time sources

¢ Virtualization advancements in protection and control

While the shift to digital substation technologies may provide significant advantages,
this change cannot be realized without corresponding adjustments to substation
infrastructure such as communications networks, cybersecurity controls and time



synchronization. Existing methods and practices in engineering, settings and
configuration management, operation and maintenance will also need to be updated
in order to meet the new technology requirements.
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Tuesday, October 29th
Joint Task Force Meeting
8:00am - 5:00pm

Wednesday, October 30th
Hands-on Tech Transfer Workshop at EPRI Lab
8:00am - 5:00pm

Event Registration

New Deliverable
Machine Learning and Applications for OT Cyber Security
Operations Version 1

This deliverable delves into the fundamentals of ML, including data preprocessing
techniques, effective feature engineering methods, common ML algorithms, and
criteria for model selection and evaluation metrics. Practical applications of ML in
OT security are then examined, such as anomaly detection, predictive insider threat
detection, and Al-powered threat intelligence. The report also addresses emerging
threats and vulnerabilities associated with Al, the regulatory landscape, and best
practices for securing Al in OT environments. It concludes with discussions on
comprehensive risk assessment, robust Al governance, and the importance of
human-Al collaboration to ensure the resilience and security of OT systems.

Download Deliverable

New Deliverable


https://web.cvent.com/event/a54f6e7e-b946-4d6f-b5ed-95b217984ce1/summary?i=WHNy-2B3rUWetOKNoU-cLA&locale=en-US&utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/results/3002030133?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ

Ransomware as a Service (RaaS): The Rise of Al-assisted

Threats and Al-assisted Mitigation

The integration of Al into Ransomware as a Service (RaaS) has significantly
enhanced the capabilities and impact of ransomware attacks. Automation and Al-
driven phishing attacks have increased the likelihood of success. Sophisticated
malware development and the use of Al-generated deepfakes add layers of
complexity and stealth to ransomware campaigns, making them harder to detect
and defend against. To effectively combat these advanced threats, organizations
must adopt comprehensive security measures, including advanced threat detection
tools, robust data protection strategies, and continuous employee education on the
latest tactics used by cybercriminals. By staying informed about these emerging
trends, organizations can better prepare for and mitigate the risks associated with
Al-enhanced RaaS attacks.

Download Deliverable

Meeting Materials Available
P183E Data/Knowledge Applications Task Force Webcast

Held on August 21st, 2024, the P183E Data/Knowledge Applications Task Force
quarterly webcast introduced the new Task Force Chair, Henry Karikari from
Centerpoint Energy. Attendees also previewed the new report Machine Learning
and Applications for Cyber Security Operations Version 1 (Product ID: 3002030133)

Download P183E Webcast Materials

Meeting Materials Available
P183B Incident & Threat Management Task Force Webcast

Held on August 22nd, 2024, the P183B Incident & Threat Management Task
Force Webcast provided updates on the current Cybersecurity Research Lab
progress and deliverables, plans for 2025 work, upcoming technologies, and an
open discussion on the upcoming CIP-015 / INSM.

Download P183B Webcast Materials

CrowdStrike Security Incident: A P183E Perspective


https://www.epri.com/research/programs/072143/results/3002030011?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/products/000000003002030133?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/events/662DCB5F-1E26-4222-95C5-DAA27B67D846?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/events/DB3B2144-731C-42F4-B3B0-63C77369F01D?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ

Written by Christine Hertzog, Principal Technical Leader and P183

Task Force Lead

Cyber resiliency is a key topic for 183E in terms of understanding the systems and
the data necessary to stand up utility cyber security operations. Ultilities may want
to take a closer look at their recovery plans and make sure that they have spares
that cover the triad of people, process, and technology. From a people perspective,
that means having an N+1 approach to authorized access to recovery data stores
for critical systems. From a process perspective, that means having physically
accessible recovery data storage in case cloud-based data storage is unavailable.
From a technology perspective, spare hardware to run critical systems for cyber
security operations. Recovery time objectives (RTOs) and recovery point objectives
(RPOs) must be defined for cyber security systems and functions in addition to
those established for grid operations, documented in recovery plans, and drilled
through table top exercises.

ICCS Forum - Ask Us a Question

Learn More About the ICCS Forum
The ICCS Forum is a new utility-only discussion forum where our members can ask

questions for one another and EPRI, share experiences, and find answers.

Who Should Participate: All ICCS advisors. Questions to both EPRI staff and
other utility members is encouraged. Discussion areas are by P183 and P161 PSET
but all areas are available to advisors. The forum requires an EPRI ID (advisors can
create an ID at http://enroll.epri.com).

P183 Specific Forums:

Cyber Security Emerging Issues

Cyber Security Incident & Threat Management
Cyber Security for T&D

Cyber Security for DER and Grid-Edge Systems
Cyber Security for Data Applications

Join the Conversation

EPRI Events - Save the Date!

December 11-12th, 2024

EPRI P183 & P209 Joint Technology Transfer Event
Location: EPRI Charlotte office
More information will be coming soon.


https://iccsforum.epri.com/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://cwhlh04.na1.hubspotlinks.com/Ctc/DK+113/cwhlH04/VX0QSM3RF47NN4gkqyxL0RvfW9k7knf5cxg8cN5JQGk-3qn9gW69sMD-6lZ3lqW7Gzy1x2QQ9GbW1ZcH87969c0hN4hnghxzGpt5W9cLW6D3g_VmSW1Ph2nP2vZmf1W20418r4Lj0xPW7-BXFK4VcWq-W1d23BZ1_DVSVW1cRCc64hTq85W1p6xxV6npNyLW83tSXw6j606TW8w4RTX7xvJZ5W6qMslF61CqMHW5yDTWq3bvy2TW90p9yb5Swb4XW7ZHy-H6YMz8kMyQbVwQ51R1W7DtZ2N54fNNdW9kmhsw21y-dTW3btf6c44y6S2f8L_Sgj04?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://iccsforum.epri.com/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ

Industry Events

InfoSec World

September 23-25, 2024 - Lake Buena Vista, FL

ISC2 Security Congress 2024

October 14-16, 2024 - Las Vegas, NV + Virtual

SECtember.ai

October 22-24, 2024 - Virtual Event (Free)

ODO
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https://www.infosecworldusa.com/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://web.cvent.com/event/a5c15481-492d-4efa-bd79-a521ab73b699/websitePage:26a84091-6c86-411e-9e16-6613ec20a219?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.sectember.ai/event/1307b260-fb76-4b3f-a134-325891adf3dc/websitePage:5b909f5e-65f8-43b1-97dd-19ea9a7435f8?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.facebook.com/EPRI/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.facebook.com/EPRI/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://twitter.com/EPRINews?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://twitter.com/EPRINews?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.linkedin.com/company/epri?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.linkedin.com/company/epri?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.youtube.com/playlist?list=PLphKrnecF69U8bENG0V1mKaHMCiQpLfVJ&utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.youtube.com/playlist?list=PLphKrnecF69U8bENG0V1mKaHMCiQpLfVJ&utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/overview?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/projects?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/supplemental-projects?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://resource.epri.com/exist/rest/db/tmp/072143_2024.pdf?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/events?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/trainings?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/announcements?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/programs/072143/links?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://iccsforum.epri.com/?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/products/000000003002023364?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/products/000000003002028986?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://www.epri.com/research/products/000000003002022818?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
https://msites.epri.com/ms/research/072143/program-videos?utm_campaign=P183&utm_source=hs_email&utm_medium=email&utm_content=322499761&_hsenc=p2ANqtz-8OTVNVYEjUNGYtNpmhOgZJA-Q89oSy9--dViZhJxTLfhh6ToHcR6wafCXpkqhFRuqUwSDsHZu811n8ddqJDTO_Hd7YXQ
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